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Safety Summary Messages

WARNING
& HIGH VOLTAGE
is used in the equipment. Make sure equipment is pperly grounded
BEFORE opening. Failure to observe safety precautits may result in electric

shock to user.
& CAUTION

Check voltages before connecting equipment to powesupplies. Wrong
voltages applied may result in damage to equipment.
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Chapter 1 - About this Manual

1.1 Introduction

This manual provides a general product overview dedcription of its subsystems and
components and basic operation and preventive er@nte instructions of the ADSL2+
Ethernet & USB Combo Router.

1.2 Scope and Purpose

This manual provides the following:

An overview of the ADSL2+ Ethernet & USB Combo Reusystem configuration and
connectivity;

General description and specifications of the ADS&LRthernet & USB Combo Router
system components;

Operating instructions of the system and equipment;

1.3 Targeted Audience

This manual is designed and developed for the ¢perand users who are required to operate
and perform first-level maintenance of the ADSL2thdfnet & USB Combo Router. It assumes
the user of this manual has basic knowledge ancree in operating similar modem
configuration and computer systems equipment.

1.4 Manual Organization

The manual is divided into the following chapters:
1. Chapter 1 — About this Manualthis chapter provides an introduction to the méaua
scope and purpose, targeted audience and contgatsigation.

2. Chapter 2 — ADSL Ethernet Router Descriptiorthis chapter provides the system
description and system configuration diagram of AlBR®uter connection.

3. Chapter 3 — Your Gateway At A Glancéhis chapter provides an overview of ports and
LEDs, Front and Back indicators of the ADSL Router

4. Chapter 4 — Setting Up the ADSL Routehis chapter provides description of all function
within the Web User Interface.
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Chapter 2 — ADSL Ethernet Router Description

The ADSL2+ Ethernet & USB Combo Router is the pearfieigh-speed WAN bridge/router.
This full-featured product is specifically desigrn®dconnect to the Internet and directly connect
to your local area network via high speed 10/10@#&Bthernet. The ADSL Router has also full
NAT firewall and DMZ services to block unwanted issrom accessing your network.

For game users, the ADSL Router had already prégrord for several low latency game ports.
Just click on the game you are playing on line thedrest is done for you.

The ADSL Router is fully compatible with all PCss #éong as the PC supports an Ethernet
interface and is running a TCP/IP protocol staakyryPC can have high-speed WAN access.
So, plug in the ADSL Router (refer to easy staridgy configure it (per your ISP’s
requirements) and enjoy the fast Internet acckeskever before.

2.1 ADSL Router Overview

Figure 1-1 shows the system configuration diagramtgpical ADSL Router connection.

Computer/Notebook with
USB Port

P

AB Ethernet Switch/Huh

INTERMET

—

Ethernet % 'Eﬁﬁﬁ

Computer/Notebook with
Ethernet Network Card

Figure 1-1 : ADSL Router Configuration Diagram
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Chapter 3 - Your Gateway At A Glance

The ADSL2+ Ethernet & USB Combo may have differpatts and LEDs. Let’s take a look at
the different options. Depending on your modemay have some or all of the features listed
below.

3.1 Ports and Buttons

Reset and Restore to Factory DefaultsThe restore to factory defaults feature will dut t
ADSL Router to its factory default configuration msetting the ADSL Router. You may need
to place the ADSL Router into its factory defauftthe configuration is changed; you lose the
ability to interface to the ADSL Router via the wiglberface, or following a software upgrade.
To reset the ADSL Router, simply press the resétobufor about ~ 10 seconds. The ADSL
Router will be reset to its factory defaults angtaéibout 30 ~ 40 seconds the ADSL Router will
become operational again.

LAN (local area network) ETHERNET port: connects to Ethernet network devices, such as a
PC, hub, switch, or routers. Some ADSL Router cantle a single LAN connection and some
come with four LAN connections. Depending on thergection, you may need a cross over
cable or a straight through cable.

Power is where you connect the power. Make sure to olestre proper power requirements.
The required power is 9 volts.

USB (universal serial port): connects to a PC’s USB port. The ADSL Router onlpports
Window’s based PCs via an RNDIS driver (includedhie software). For model with USB port
ONLY.

DSL port: This is the WAN interface that connects directlytur phone line.
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3.2 ADSL Router Overview

3.2.1 Front Indicators

Figure 1-2 shows the front indicators of the ADShuRer.

Figure 1-2 : Front Panel Indicators (For Ethernet USB Combo Router)

LED Name Status & Meaning

1 PPP Lights up when the PPP connection is established.

2 PWR Lights up when power is supplied to the Router.

3 DSL Lights up when the ADSL connection is established.
Flickers when the ADSL Router is trying to establish a amtion with
the ADSL Service Provider.

4 ETH/ACT Lights up when the Ethernet cable is properly connected fyamur
ADSL Router to the Ethernet Card.
Flickers when the ADSL is transmitting / receiving data.

5 USB Lights up when the USB device driver is successfully insthlle your

Computer/ Notebook.
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3.2.2 Back Panel
Figure 1-3 shows the back panel indicators of tB&A Router.

 F=usE  IB0ETEN | RESET

Figure 1-3 : Back Panel Indicators (For Ethernet USB Combo Router)

Label Description
1 DSL Telephone jack (RJ-11) to connect to your Telephafal Socket|
(ADSL line).
2 USB USB Port to connect to the USB port on your Comghieebook.
3 ETHERNET 10/100 Base-T Auto-MDI/MDIX (allows either cross setraight

cable) Ethernet jack (RJ-45) to connect to youreEtat Network
card or Ethernet Hub/Switch.

4 RESET To reset the ADSL Router, simply press the reséibhuor about
10 secondgqall customised settings that you have saved wal
lost!).

5 DC 9V To connect to the Power Adapter that comes witlhr pyackage.
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Chapter 4 - Setting Up the ADSL Router

This section will guide you through your ADSL Rorgeconfiguration. The ADSL Router is
shipped with a standard PPP configuration.

The basic tabs consist of features which are ahferebasic users.

4.1 Logging into your ADSL Router

To configure your ADSL Router, open your web brow&u may get an error message at this
point; this is normal. Type the default IP addrgd€s0.0.138 on the web address bar.

3 NOTE:Before setting up your ADSL Router, make sure yawehfollowed th
easy start guide. You should have your computerdigired for DHCH
mode and have proxies disabled on your browser.nUpexessing the
ADSL Router, if the browser still displays a logiedirection screen, ygu
should check your browser's setting and ensurettieafavaScript supp@rt
is enabled. If the screen shown in Figure is-4ot attainable, you myst
delete your temporary Internet files to clear trebwache.

\1%

A4

Upon entering the default IP address or the shdraame (login.router), if the user is logging
for the first time, the user will be brought to tf@uick Start” page. SeEigure 1-4.The Quick
Start page is meant for basic users whom only reqgasy connectivity to the Internet without
worrying about any other advance configurationisgttlf you are in doubt for what content to
enter for the Protocol, VPI and VCI, please conyacir Service Provider for assistance.

Save Settings Restart Router Basic Advanced Security

Quick Start

|username@isp
Exampiz! user@ispnarme

User ID

IW
Passwaord
Frowided by pour ISP,

Protacol IPPPDE 'l

VPRI

IU
Wl |35—

Mote: After clicking on Connect, please be sure to click on "Save Settings" so that
: 2 your username/password and other settings will be saved for next modem reboot.

Figure 1-4 : Quick Start
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For those who have their routers configured, ydulve directed to the “Basic Home” page.

SeeFigure 1-5.

Save Settings Restart Router Basic

Basic Home
DSL P System Uptime 0 hours 10 minutes
Downstream Jf 3488/576 Model ADELZ+ Ethernet and
Upstream (Kbps) USEB Modem
Internet Connected Serial Number none
Connected Time ahr 1rmin 28sec Firmware ¥ersion 62.2.1
Connection Type PPPOE Ethernet MAC address 00:e0:b0:c0:d0:ff
Username usernamed@isp DSL MAC address MAA
IP Address 219.74.149,195 USB MAC address 00:E0:AG:66:41:ER
Default Gateway 219,74 144 .1 NAT Enabled
Primary DNS 165.21.83.88 Firewall Enabled
Secondary DNS 165.21.100.55

Local Network

LAN IP Address 1%2.165.1.1

DHCP Enabled

DHCP Range 192.165,1.2 - 192.1658,1.254
Ethernet Connected

usBe Disconnected

Figure 1-5: Basic Home

4.2 Quick Start

If you have already configured your router and wislthange your current configuration, click
on the ‘Quick Start’ link. Figure 1-&ill appear.

Save Settings Restart Router Basic

Quick Start

User 1D |username@isp
Example: vser@ispnams

IM
Password
Erowided by pour ISP,

Protocol IPPPDE VI

WPL

ID
wCI |35—

Mote: After clicking on Connect, please be sure to click on "Save Settings" so that
: i your username/password and other settings will be saved for next modemn reboot,

Figure 1-6 : Quick Start Page
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4.3 LAN/DHCP Configuration

On one side of your ADSL Router, you have your dwnoal Area Network (LAN) connections.
This is where you plug in your local computers he tADSL Router. The ADSL Router is
normally configured to automatically provide alletiPC's on your network with Internet
addresses.

To enable or disable DHCP, click Basic, then sdléddl Configuration. The Start IP Address is
where the DHCP server starts issuing IP addre3$es.value must be greater than the ADSL
Router IP address value. For example if the ADSIutROIP address is 192.168.1.1 than the
starting IP address must be 192.168.1. 2 (or hjgher

The End IP Address is where the DHCP server stegsng IP addresses. The ending address
cannot exceed a subnet limit of 254. Hence the malxe for our default gateway is
192.168.1.254. If the DHCP server runs out of DH&tlIresses, users will not get access to
network resources. If this happens you can incrées&nding IP address (to the limit of 255) or
reduce the lease time.

The Lease Time is the amount of time a network uskibe allowed connection to the ADSL
Router with their current dynamic IP address. Thwant of time is in units of minutes; the
default value is 3600 minutes (60 hours).

Note: If you change the start or end values, make swevalues are still within the same subnet
as the gateways IP address. In other words, ifjlteways IP address is 192.168.1.1 and you
change the DHCP start/end IP addresses to be 32.2292.128.1.100, you will not be able to
communicate to the ADSL Router if your PC has DH®Rbled.

In addition to the DHCP server feature, the ADSLuiRo supports the DHCP relay function.
When the ADSL Router is configured as DHCP seritaassigns the IP addresses to the LAN
clients. When the ADSL Router is configured as DHERLYy, it is responsible for forwarding the
requests and responses negotiating between the RHEES and the server.

By turning off the DHCP server and relay the netnadministrator must carefully configure the
IP address, Subnet Mask and DNS settings of ewamnpater on your network. Do not assign
the same IP address to more than one computer amdADSL Router must be on the same
subnet as all the other computers. Begire 1-7
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Save Settings Restart Raouter Basic

LAMN Group 1 Configuration

IP Address: [192.168.1.1

Netmask: [255.255.255.0

Default Gateway: I

Host Mame: |Iogin

Daormain: |router

(® Enable DHCP Server

Start IF: |1E|2.188.1.2
End IP: |192.168.1.254
Lease Time: ISEDD Seconds

(O Enable DHCP Relay

Relay IF: IED.D.D.H

(O server and Relay Off

Figure 1-7 : LAN / DHCP Configuration
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4.4 Diagnostic Test

Diagnostic Test is used for investigating whether ADSL Router is properly connected to the
WAN Network. See Figure 1-8. This test may takew Seconds to complete. To perform the
test, select your connection from the list and pthe Test button. Before running this test, make
sure you have a valid DSL link.

Save Settings Restart Router Basic Adyaticen SECurty Statis

Basic Diagnostics
Horme

Press the Test button to run the full diagnostic test,

Mo testis running

Click here to run "Ping" Test.

Click here to run "Full Modem" Test,

Figure 1-8 : Diagnostics Test Screen

After running the Diagnostic Test, the screen wdlicate that the portion which pass or fail the
test. See Figure 1-Please click on thEelp links, which will provide remedy to the problem.

Save Settings Restart Router | Basic Advanced Security Status

Diagnostics

System Up PASS HELF
Interface {(PC to Modem) PASS HELF
DSL line synchronisation PASS HELF

Click here to run "Ping" Test.

Click here to run "Full Modem" Test,

Figure 1-9 : Diagnostics Test Result Screen
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441 Ping Test

Once you have your ADSL Router configured, ensune gan ping the network. Type the target
address that you want to ping. If your PC is coteetto the ADSL Router via the default DHCP
configuration, you should be able to ping the neknaddress 192.168.1.1. See Figure 1-10. If
your ISP has provided their server address, tpirig the address. If the pings for both the WAN
and the LAN sides are complete and you have thpeprprotocols configured, you should be
able to surf the Internet. By default when you sefeng test, the ADSL Router will ping itself 3
times. The ADSL Router passed the Ping test; thssdally means that the TCP/IP protocol is up
and running. If the first Ping test does not pake, TCP/IP protocol is not loaded for some
reason; you should restart the ADSL Router.

Save Settings Festart Router Basic Lidvanced Secunty

Ping Test

Packet size: |éE—betes

Nurmber of echo reguests: |3 |

PING 192.168.1.1 (192.168.1.1); 64 data bytes -
72 bytes from 192.168.1.1; icmp_seq=0 tl=255 o
time=0.0 ms

72 bytes from 192.1658.1.1: icmp_seq=1 ttl=255 =
time=0.0 ms

72 bytes from 192.168.1.1: icmp_seq=Z tt|=255 L3
tirme=0.0 ms

--- 192.168.1.1 ping statistics ---

i<

Figure 1-10 : Ping Test Screen

442 Modem Test

This test can be used to check whether your Modgmnaperly connected to the Network. Select
your connection from the list and press fhest’ button. See Figure 1-11.

Save Settings Restart Router Basic Sdvanced Security Status

Modem Test

This test can be used to check whether your Modern is properly connected ta the Metwork. This test ray take a
few seconds to cornplete. To perform the test, select your connection frarm the list and press the Test buttan.

Connection Type WPLAVCI
(O quickstart pppos  0:35
o test pppos  0:100

Test Type: | F4End v

Madem Test Result: Mo testis running

Figure 1-11 : Modem Test

Page 19 of 67



ADSL2+ Ethernet USB Combo Router - User Guide

4.5 Advanced

This mode is catered for advance users, a brielaeapon of the links are listed as shown
below. See Figure 1-12.

Save Settings

Advanced

45.1

Restart Router

Advanced

The Advanced section lets you configure advanced features like LaM Configuration, UPnP, IGMP
Filters, LAM clients, etc.

Lan
Configuration

Allows changes to be made to IP addresses and option
to enable DHCP server,

LAN Clients Allows user to join specified LAN groups.
Enables computer to auto-detect and adapt to
UPnP
hardware changes.
Short for Simple Network Time Protocol, a simplified
SNTP version of MTP, Allows the user to synchronized with a
specified time server.,
SMMP Allows user to manage 'SMMP' Agents and "Traps'.
Prioritizes data packets ranging fror minimizing
IP QoS monetary cost and delay as well as maximizing

reliability and thraughput.

IGMP Multicast

Internet Group Managerent Protocol is used to
establish host rermberships to transmit data to a
select group of recipients.

Port
Forwarding

Sets up services on the network such as web servers,
e-mail servers, The router will forward traffic to a
specific LAN IP address based on the port settings.,

MAC Filtering

&llows user to enable / disable bridge filters to
destination ports,

Access Control

Able to grant and deny services to WANSLAN users,

, Bridge(MAC)

WAN Connection

Figure 1-12

: Advanced Screen

The Wide Area Network (WAN) connection exists oe tither side of the ADSL Router, also
referred to as a broadband connection. This WANneotion is different for every WAN
supplier. Most of the configuration you will perfowill be for WAN connection.
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45.2 New Connection

A new connection is a virtual connection. Your AD®outer can support up to 8 different

(unique) virtual connections. If you have multipliéferent virtual connections, you may need to
utilize the static and dynamic routing capabilittfsthe modem to pass data correctly. Refer to
Figure 1-13.

Save Settings Restart Routar LESIE Advanced Statis

Advanced PPPoE Connection Setup
P,
Name: | Type: | PPPOE v Sharing: | Disable *r|
Options: jﬁNnT gFirewall VLAN ID: |0 Priority Bits: [
PPP Settings P¥LC Settings
Usernarne: !usemame | FuC: (R =1

Fassword: | eess VPL: |0
Idle Timeout: |Gl ceCs W)

Keep Alive: I1D in Qoz: | UBR v

authentication: (8) Auto () CHAP (T) PAP PCR:(0 cps

AL 5492 |bytes sCR:| i

On Demand: ] Default Gateway: @' mBs: 0 i
| cells

Enforce MTL: (W] Debug: [
T —— COVT: usecs
PPF Unnumberad: [] Lan: | LA groug
: - AutoD
PWC:
Disconnect

Figure 1-13 : New Connection (PPPoE Connection Setup)
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45.3 ADSL Modulation

To configure the DSL modulation type, click WAN, AD Modulation. This will bring up the

modem setup screen. Leave the default value ifareuunsure or the DSL/ISP did not provide

this information. In most cases, this screen shootdoe modified. See Figure 1-14.

Save Settings Restart Router

Modem Setup
Zelect the modulation type.

o aDsL_G.dmt
™ apsL_G.lite
™ aDsL_G.dmt.bis
™ £DSL_G.dmt.his_DELT
™ ~DsL_zplus
™ DsL_zplus_DELT
E ADSL_re-adsl
W ADSL_re-adsl_DELT
™ aDSL_ANSI_T1.413
™ MULTI_MGDE
ADSL_G.dmt.bis_anxl
ADSL_G.dmt.bis_anxd
ADSL_G.dmt.bis_anxzm
ADSL_Zplus_AnxI
ADSL_Zplus_Anx]d
ADSL Zplus_AnxM
G.shdsl
IDSL
HDSL
sDsL
¥DsL

Status

Figure 1-14 : ADSL Modulation (Modem Setup)
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45.4 Connection Scan

This feature helps users to detect the PVC setpnggided by the ISP. Before the router can

begin scanning the connection, the telephone lamth be plugged into the router. Click on
Scanto begin. See Figure 1-15

Save Seftings Restart Router asic Advanced Security Status

Advanced Connection Scan

Click on Scan to detect Protocol, Encaps, WPI & WCI.

Figure 1-15: Connection Scan
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4.5.5 Quickstart

PPPOE is also known as RFC 2516. It is a methasho&psulating PPP packets over Ethernet.
PPP or Point-to-Point protocol is a method of d&thimg a network connection/session between
network hosts. It usually provides a mechanismutfi@nticating users.

To configure the gateway for PPPoE, click on AdwahdJnder WAN, select New Connection.
The default PPPOE connection setup is displayedhéiype field select PPPoE and the PPPoE
connection setup page is displayed. Give your PRi®oiEection a unique name; the name must
not have spaces and cannot begin with numberkidrtase the unique name is called quickstart.
Select the encapsulation type (LLC or VC); if yoe aot sure just use the default mode. Select
the VPI and VCI settings; your DSL service provideryour ISP will supply these. In this case
the DSL service provider is using 0, 100. Also sekbe quality of service (QoS); leave the
default value if you are unsure or the ISP didprovide this information. See Figure 1:16

Following is a description of the different options

1. Username: The username for the PPPoE accessistiprovided by your DSL service
provider or your ISP.

2. Password: The password for the PPPoE accessijstiprovided by your DSL service
provider or your ISP.

3. On-Demand: Enables on-demand mode. The connewfib disconnect if no activity is
detected after the specified idle timeout value.

4. Idle Timeout: Specifies that PPPoE connectimukhdisconnect if the link has no activity
detected for n seconds. This field is used in awetjon with the On-Demand feature. To
ensure that the link is always active, enter athimfield.

5. Keep Alive: When on-demand option is not enatiies value specifies the time to wait
without being connected to your provider beforeni@ating the connection. To ensure that
the link is always active, enter a 0 in this field.

6. Enforce MTU: Check this box if you experiencelgems accessing the Internet over a
PPPoOE connection. This feature will force all TC&ffic to conform with PPP MTU by
changing TCP Maximum Segment Size to PPP MTU.
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Fave Settings Restart Router

Advanced
|

Advanced

PPPoE Connection Setup

Marne: |quickstart

Idle Timeout

Keep alive

MTU

On Demand
Enfarce MTU

FPP Unnumbered

Type: | FFFoE w sharing: | Di
Options: MNAT GFirewall WLAM 10 Priority Bits: [

Username:

Password:

Authentication:

PPP Settings PYLC Settings

username

[ooee ]
B0 se
10 Jm

(® Auto () CHAP () FAP

1492 | bytes

A 1) Default Gateway: @'
:
]

(=]
n

i

Debuag: [
LA

[connect Joisconnect

COVT: |l Usecs

Auto
F"\.-'C:D

oty ] pelcte | conco

Lt

Figure 1-16 : Quickstart (PPPoE Connection Setup)
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4.5.6 LAN Configuration

You can change the ADSL Router’s IP address bgkiclg LAN, and then LAN Configuration.
Select the options from LAN group 1 and click Cgnfie.

Your ADSL Router’'s default IP address and subneskrare 192.168.1.1/255.255.255.0; this
subnet mask will allow the ADSL Router to suppdsd2users. If you want to support a larger
number of users you can change the subnet maskremgmber that the DHCP server is
defaulted to only give out 255 IP addresses. Furgm@ember that if you change your gateways’
IP address and you have DHCP enabled, the DHCRgewafion must reside within the same

subnet. The default gateway is the routing devasduo forward all traffic that is not addressed
to a station within the local subnet. Your ISP pilbvide you with the default gateway address.

The hostname can be any alphanumeric word that mimtesontain spaces. The domain name is
used to in conjunction with the host name to unlgigentify the gateway. To access the ADSL
Router's web pages, the user can type 192.168Heldgefault IP address) or type login.router.
The apply button will temporarily save this conmect To make the change permanent you need
to click on Save Settings (at the side of the page¢ Figure 1-17.

Save Settings REstart Router Advanced Security Status

Advanced LAN Configuration

Interfaces

ia
outing '_ | LAN group 1

‘m USE : |
BT

e Configure!
= Remouve ‘

LAN group z

|
N

| apply [ cancel]

Figure 1-17 : LAN Configuration
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4.5.7 LAN Clients

To add a LAN client, select LAN clients option undeAN. If DHCP was enabled in the
configuration, all DHCP clients are automaticalgsigned with IP address. If a fixed IP address
server is on the LAN and you want this server toviséble via the WAN, you must add its IP
address. Once the IP address has been added,yapmls Port Forwarding and Access Control
rules to this IP address. See Figure 1-18.

Save Sethings Restart Router adyvanced Status

LAN Clients
To add a LaM Client, Enter IF Address and Hostname, then click apply.,

Select LAN Connection: | LAN group 1 V|

Enter IF Address:

Hostname: | |

MAC Address:

Dynamic Addresses
Reserve IP Address Hostname MAC Type
D 192,168.1.2 computer008 00:20:35:5e:6e:iec Dynamic

oty | Concel

Figure 1-18 : LAN Clients
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4.5.8 Application (UPNP)

UPNP, NAT and Firewall Traversal allow traffic tags-thru the ADSL Router for applications
using the UPnP protocol. This feature requires aove DSL connection. In presence of
multiple DSL connections, select the one over, Writte incoming traffic will be present, for
example the default Internet connection.

To enable UPnP, you must first have a WAN conneationfigured. Once a WAN connection is
configured, click Advanced and under Applicatiorlest UPnP. You must enable UPnP and
then select which connection will utilize UPnP. $égure 1-19.

Save Settings Restart Router Lasic Advanced Status

upnp

To enable URPNP, check the Enable UPNP box and select a connection below,

[] Enable UPNP

WAN Connection: | ol

LAN Connection;

Figure 1-19 : UPnP
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459 SNTP

SNTP (Simple Network Timing Protocol) is a protocsied to synchronize the system time to
the public SNTP servers. When the SNTP featureabled, your router will start querying for
the time clock information from the primary SNTPna. If it fails to get a valid response
within the “timeout” period, it will try for “retry number of times, before moving to the
Secondary SNTP server. If it fails to get a vakdponse from Secondary STNP server within
valid retry times, it starts querying Tertiary SN$erver. If it fails to get a valid response from
all the servers, then the program stops. Whenid xedponse is received from one of the server,
the program sleeps for “Polling_interval” amountroinutes, before starting the whole process
again. Use the following procedures to enable SNTP.

Use the following procedures to enable SNTP.

Check Enable SNTP.

Primary SNTP Server - The IP address or the ansie of the primary SNTP server.
Secondary SNTP Server - The IP address or thiename of the secondary SNTP server.
Tertiary SNTP Server - The IP address or the¢ tasie of the tertiary SNTP server.

Timeout - If the DSL600EU failed to connect taSAITP server within the ‘Timeout’
period, it will retry the connection.

a M wDd e

6. Polling Interval - Time between a successfulnamtion with a SNTP server and a new
attempt to connect to an SNTP server.

7. Retry Count - The number of times the routet tl to connect to an SNTP server before
it try to connect to the next server in line.

Time Zone - The time zone of the router.
9. Day Light - Check/uncheck this option to enatikdble day light saving. See Figure 1-20.

Save Settings Restart Router Advanced SecLFity Status

SNTP
To enable SNTP, check the Enable SNTP box and enter a time server.

Advanced
ST

[] Enable SNTP

Primary SNTF Server: [0 1

Secondary SHNTP Server: |[I

Tertiary SNTPF Sarver: | 0

Timeout: |3:. ]Secs

Paolling Interval: | 30 |Mins
Retry Count: |

Time Zone: | (G

Day Light: [

Figure 1-20 : SNTP
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4.5.10 IGMP Proxy

Multicasting is a form of limited broadcast. UDPused to send datagrams to all hosts that
belong to what is called a Host Group. A host grisupa set of one or more hosts identified by a
single IP destination address. The following staets apply to host groups:

» Anyone can join or leave a host group at will.

* There are no restrictions on a host’s location.

» There are no restrictions on the number of memtiext may belong to a host group.
* A host may belong to multiple host groups.

* Non-group members may send UDP datagrams todsieginoup.

Multicasting is useful when the same data needti® teent to more than one device. For instance,
if one device is responsible for acquiring data thany other devices need, then multicasting is
a natural fit. Note that using multicasting as oggab to sending the same data to individual
devices uses less network bandwidth. The multiesgtire also enables you to receive multicast
video streams from multicast servers.

IP hosts use Internet group management protocoMRBi5to report their multicast group
memberships to neighboring routers. Similarly, meakt routers use IGMP to discover which of
their hosts belong to multicast groups. Your rowgepports IGMP proxy that handles IGMP
messages. When enabled, your router acts as a fmoayLAN host making requests to join and
leave multicast groups, or a multicast router segadnulticast packets to multicast groups on the
WAN side.

Save Settings Restart Router Advanced Security
IGMP Proxy

Advanced

IGMP Proxy could be enabled on waMN and LAM connections.

[] Enable IGMP Proxy

Interface Upstream/Downstream/Ignore
test lgnore b
LAM group 1 lgnore A

Figure 1-21 : IGMP Proxy
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IGMP Proxy page (Figure 1-21) allows you to enaflglticast on available WAN and LAN
connections. You can configure the WAN or LAN iriéee as one of the following:

» Upstream: The interface that IGMP requests frasthrare sent to the multicast router.

* Downstream: The interface data from the multicasiter are sent to hosts in the multicast
group database.

« Ignore: No IGMP request nor data multicast arevéwded.

You can perform one of the two options:
1. Configure one or more WAN interface as the wgastr interface.

2. Configure one or more LAN interface as the wgzstr interface.
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4511 TR-068 WAN Access

The TR-068 WAN Access page (Figure 1-22) enablas tgogive temporary permission to
someone (such as technical support staff) to be baccess your router from the WAN side.
From the moment the account is enabled, the usspiscted to log in within 20 active minutes,
otherwise the account expires. Once the user hgggetbin, if the session remains inactive for
more than 20 minutes, the user will be logged adtthe account expires.

Save Settings Restart Router Advanced Security

Advanced Enable WAN Access Update

To Enable Webpage Update from WAN side

wanl Update: [
WA Access: [

User Name:|tech |

Password: | |

[awply ] Concel |

Figure 1-22 : TR-068 WAN Access

To create a temporary user account for a remotesacto your router, follow the procedure

below.

1. CheckKWAN Update to enable write privilege of the router.

2. CheckKWAN Accessto enable read privilege of the router.

3.  Enter a user name and password in the User ldath@assword fields.
4.  Enter a port number In the Port field (for exéanp1003).

5.  Click Apply to temporarily activate the settings on the page.

Note—The changes take effect when you click Appbyyvever, if the router configuration is not
saved, these changes will be lost upon reboot.

6.
7.

To make the change permanent, click Save Ssetting
To access your router remotely, enter the faligvin the URL:

http(s)://WAN IP of router:Port Number
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4.5.12 DNS Proxy

This feature allows the user to select the (DonName Server) DNS Server Priority as well as
enter IP addresses for primary DNS and secondar§.[Hde Figure 1-23.

Save Settings Restart Router Adyanced Status

Advanced DMS Proxy
T |

DNS Server Priority: | Only Auta Discoverad DMS Servers v

User Configured DNS Servers

Prirmary DNE: | |

secondary DHNE: | |

Figure 1-23 : DNS Proxy
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4.5.13 Dynamic DNS Client

Dynamic DNS allows the user to register with a Dwi@DNS Provider as listed. The dynamic
DNS will be linked with the WAN IP of the router ew after the ISP update the WAN IP to
another IP address. It can be useful in web hostmgFTP services. See Figure 1-24.

Note: The Username/Password entered should be simildretdJsername/Password you have

specified during the registration of the DNS hostaa

Save Settings Restart Router Advanced Security

Advanced Dynamic DNS Client

AN
Connection | quickstan v
DONS Server | DynDNS v

DDNS Client (]

Up

& To Default

User Marme |

Password |

Domain Mame |

Status

Figure 1-24 : Dynamic DNS Client
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4.5.14 Port Forwarding

Using the Port Forwarding page, you can providallgervices (for example web hosting) for
people on the Internet or play Internet games. Winggrs send this type of request to your
network via the Internet, the ADSL Router will faavd those requests to the appropriate PC.
Port forwarding can be used with DHCP assignedesses but remember that a DHCP address
is dynamic (not static). For example, if you wemnfiguring a Netmeeting server, you would
want to assign this server a static IP addresshabthe IP address is not reassigned. Also
remember that if an Internet user is trying to ascan Internet application, they must use the
WAN IP address. The port forwarding will transl#te WAN IP address into a LAN IP address.

To configure a service, game, or other applicasiglect the external connection (for example the
Internet connection), from the Home screen, clidv&nced and under Application, select Port
Forwarding. Next select the computer hosting theise and add the corresponding firewall
rule. If you want to add a custom application, sethe User category, click New and fill in the
Rule Name, Protocol and Port number for your aptibhe.

For example, if you want to host a Netmeeting sesdrom the Home screen, click Advanced
and under Application, select Port Forwarding. tFeelect the IP address for your Netmeeting
server. Next select the Audio/Video category and Bdtmeeting to the applied rules box. To
view the management rules, highlight Netmeeting selgct view; this will display the pre
configured protocols and ports that Netmeeting widle. Now assuming that your WAN
connection is correct, you can run Netmeeting fygar server and call users that are on the
Internet. If you know your WAN IP address, useas call you. See Figure 1-25.

Save Sethngs Restart Router Advanced Secuity Status

Advanced Port Forwarding
i AN Connection:| quickstan v|1:| Allow Incoming Ping
Select LAN Group! ! LAMN group 1 V!
Loty 10119216012 | DHZ Custom Port Foruarsing
Category Available Rules Applied Rules
Alienvs Fredator ”
® Games Agheran's Call
Diark Rein 2
O VPN_ . Delta Force =
O Audio/Mideo |Doom m
O Apps Dune 2000
O Servers Dl_rectx (7.8) Games
EliteFaorce
O user EverCluest
Fighter Ace Il b

Figure 1-25 : Port Forwarding

Page 35 of 67



ADSL2+ Ethernet USB Combo Router - User Guide

4.5.15 Bridge Filters

The bridge filtering mechanism provides a way for tisers to define rules to allow/deny frames
through the bridge based on source MAC addressindéen MAC address and/or frame type.
When bridge filtering is enabled, each frame isneix@d against each defined filter rules
sequentially. When a match is determined, the gpm@t filtering action (determined by the
access type selected i.e. allow or deny) is perarnPlease note that the bridge filter will only
examine frames from interfaces, which are parthaf bridge itself. Twenty filter rules are
supported with bridge filtering. See Figure 1-26.

Save Settings Restart Router yasic Status
Advanced
!
[] Enable Bridge Filters
M Enahla Duidoas Eillaoe Moo aonosand Tobowfaca
{J Enable Bridge Filter Management Interface
Select LAN:| LAN group 1 %
. Upgrade Bridge Filter Management Interface:
refault Src MAC src Port Dest MAC Dest Port Protocol Mode
00-00-00-00-00-00 AMY w | 00-00-00-00-00-00 AMY v | PPPoE Session VIDeny V|
Edit Src MAC Src Port Dest MALC Dest Port Protocol Mode Delete

Figure 1-26 : Bridge Filters
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45.16 Web Access Control

The Web Access Control page allows you to accesgdhuter remotely via the web from the
WAN side. See Figure 1-27.

Save Settings Restart Router Advanced Security

Advanced Web Access Control

Enable: [

Choose a connection:|quic:k8tar1 "|

Remate Host IP:|0.0.0.0
Remote Metmask: |2hh 266 286 285
Redirect Part: |§0G0

Figure 1-27 : Web Access Control

If you want to access your router at home fromraate location such as your office, configure
your WAN IP address using the following procedure.

45.16.1 Enable Web Access Control (WAN-Side)

1.Check Enable to enable the web access conanirte
2.In the Choose a connection field, select theneotion used to connect to the Internet.

3.In the Remote Host IP field, enter the WAN-siBeaddress you will use to access your
router (for example, 10.10.10.1).

4.In the Remote Netmask field, enter the netmésioor WAN-side IP address.
5. Enter a port number In the Redirect Port fiétd €xample, 80).
6. Click Apply to temporarily activate the settings the page.

This WAN address is added to the IP Access Lists BHows you to access you router at
home from a WAN IP (10.10.10.1) via Web.

Note—The changes take effect when you click Apptywvever, if the router configuration
is not saved, these changes will be lost upon roatmot.
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7.To access your router from the remote IP (1QA.Q), enter the following in the

URL: http(s)://WAN IP of router:Port Number
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45.17 QoS

QoS stands for Quality of service. The QoS framéwallows network administrators to
configure the routers to meet the real time requoéets for voice and video.

Different QoS marking is used in different network:

* ToS network: ToS bits in the IP header

* VLAN network: priority bits in the VLAN header

* DSCP network: uses only 5 bits of the CoS

* WLAN: WLAN QoS header

The QoS framework is supported on all the aboveaidosn How do you make them talk to each
other? How can you make sure the priority from netvork is carried over to another network?
Class of service (CoS) is introduced as the comiamoguage for the QoS mappings. When QoS
is enabled, the router has full control over pasKetm the time they enter the router till they
leave the router. This is how it works: The domadapping (ToS bits, priority bits, etc.) of a
packet needs to be translated to CoS when the panter the router, and vice versa, the CoS of
a packet needs to be translated back to the domeping when the packet leaves the router.

There are 6 types of CoS (in descending priority):

« CoS1
» Co0S2
e CoS3
« CoS4
e CoSbh
« CoS6

The rules are:

1. CoSlhas absolute priority and is used for expedite#oding (EF) traffic. This is always
serviced till completion.

2. CoS2-CoShare used for assured forwarding (AF) classes. Hneyserviced in a strict round
robin manner using the following priority scheme:

Co0S2> Co0S3> CoS4>CoS5

3. CoS6 is for best effort (BE) traffic. This is only sered when there is no other class of
service. If QoS is not enabled on your routertralffic will be treated as best effort.
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There are some additional terms you should getlianmzie with:

* Ingress: Packets arriving into the router from aNVIBAN interface.

» Egress: Packets sent from the router to a WAN/LAfNrface.

* Trusted mode: Honors the domain mapping (ToS WiéE, WLAN
user priority).

» Untrusted mode: Does not honor domain mapping. iBhise default
QoS setting.

» Traffic Conditioning Agreement (TCA): The TCA needsbe defined for
each interface:
— Ingress mappings (Domain =>CoS)
— Egress Mappings (CoS => Domain)
— By default, all interfaces are in Untrusted mode.

» Shaper

4.5.18 Egress

For packets going out of the router, the markingS¥Cneed to be translated to the mappings
understood by the network domains. The reverse &umiSdomain mapping is configured using
the Egress page. This page is access by seleamegds£on thddvancedmain page undepoS

4.5.18.1 No Egress Mode

The default Egress page setting for all interfacedNo Egress. In this mode, the domain
mappings of the packets are untouched.

Save Settings Restart Router Advanced Security

Egress

Connection ;

(®) Mo Egress O Layerz (O Layers

Advanced

Mo Egress TCA defined

Cancel

Figure 1-28 : No Egress
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4.5.18.2 Egress Layer 2 Configuration

The Egress Layer 2 page allows you to map the G@® @utgoing packet to user priority bits,
which is honoured by the VLAN network. Again, théature is only configurable on the WAN
interfaces as VLAN is only supported on the WANesid the current release.

Save Settings Restart Router Advanced Security

Advanced Egress

Connection : | quickstart ¥

(O Mo Egress ® Layerz (O Layer3

Unclassified Packet :
Class of Service : CoS1 v | User Priority @ | »

Class of Service User Priority

[reset [ apply | cancel |

Figure 1-29 : Egress Layer 2

Interface Select the WAN interface to configure @&S for outgoing packet
LAN interface cannot be selected as VLAN is curyesupported
on the WAN side only.

UJ

Unclassified Packet Some locally generated packets might not have b&ssified anc
thus do not have a CoS value, such as PPP comitkEpand ARRP
packet. You can define the CoS for all unclassibathoing packet
on layer 2 using this field, which will then picl whe user priority
bits based on the mapping rules you create. Tleetsahs are (in th
order of descending priority): CoS1, CoS2, CoS354€dCo0S5, an
Co0S6. The default value is CoS1 (recommended).

UJ

D

S

Class of Service The selections are (in the orfldescending priority): CoS1, CoS
CoS3, CoS4, CoS5, and CoS6.

L

User Priority The selections are 0, 1, 2, 3, 4,5
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4.5.18.3 Egress Layer 3 Configuration

The Egress Layer 3 page enables you to map Co83ad that the priority marking of outgoing
packets can be carried over to the IP network.

Save Settings Restart Router Advanced Security

Egress

Cannection ¢ | quickstart | v

O Mo Egress O Layers @ Layer3

Default Non-IP:
Class of Service : Translated Tos: |:|

Class of Service Translated TOS

Figure 1-30 : Egress Layer 3

Interface Select the WAN/LAN interface here to dgufe the QoS fof
outgoing traffic to the IP network.

\Z4

Default Non-IP Locally generated packets (such as ARP packetgptibave a CoS
marking. You can define the CoS for all unclassifieutgoing
packets on layer 3 using this field. The selectiargsin the order o
descending priority): CoS1, CoS2, CoS3, CoS4, Cast, CoS6
The default value is CoS1 (recommended).

=0

Class of Service The selections are (in the orfldescending priority): CoS1, CoS
CoS3, CoS4, CoS5, and CoS6.

~

Translated ToS The Type of Service field takeseslinvom 1 to 255. The selectiops
are0,1,2,3,4,5,6,7.
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4.5.19 Ingress

The Ingress page enables you to configure QoSdokgis as soon as they come into the router.
This page is accessed by selecting Ingress oAdkanced main page under Qo$he domain
mappings are converted to CoS (t@mmon language) so that the priority marking igied
over. There are four modes that are discussed below

4.5.19.1 Ingress Untrusted Mode

Untrusted is the default Ingress page setting fidnterfaces. In this mode, no domain mapping
is honoured in the router. All packets are treae€oS6 (best effort) as shown in Figure 1-31.

Save Settings Restart Router Advanced

Advanced Ingress

Interface

(® Untrusted O Layerz (O Layers (O Static

TOS Class of Service

al

Co%6

Cancel

Figure 1-31: Ingress Untrusted Mode
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4.5.19.2 Ingress Layer 2 Configuration

Layer 2 page allows you to map an incoming packtt WLAN priority to CoS. This feature is
only configurable on the WAN interfaces as VLANasly supported on the WAN side in the
current software release.

Save Settings Restart Router Advanced Security

Advanced Ingress

Interface : | quickstart

O Untrusted ® Layerz (O Layers (O Static

Class of Service :
User Priority : |E|_v|

User Priority Class of Service

[Resct [ apoly ] concel

Figure 1-32 : Ingress Layer 2 Configuration

Interface Select the WAN interface here to confgtlte CoS for incoming
traffic. Only WAN interface can be selected as VLAdNcurrently
supported only on the WAN side.

Class of Service The selections are (in the orfldescending priority): CoS1, CoS
CoS3, CoS4, CoS5, and CoS6.

L

User Priority The selections are 0, 1, 2, 3, 4,5
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Ingress Layer 2 Priority Bits to CoS Configuration

1.

Frominterface drop-down box, selecjuickstart
You are configuring QoS on this WAN interface.
SelecCoS1in Class of Serviceand 5 inPriority Bits .

Any packets with priority marking 5 is mapped @»S1 the highest priority that is
normally given to the voice packets.

Click Apply to temporarily activate the settings.

SelectCoS2in theClass of Servicdield andl in the Priority Bits field. Any packets that
have a priority bits ofl is mapped taCoS2 which is the second highest priority. This is
given to the high priority packets such as video.

Click Apply to temporarily activate the settings.

Note—The changes take effect when you cligiply ; however, if the router configuration
is not saved, these changes will be lost upon iteboo

Repeat step 2-5 to add more rulequickstart
Up to eight rules can be configured for each iatesf

Note—Any priority bits that have not been mapped to & @efault to CoS6, the lowest
priority.

Repeat step 1-6 to create rules to another Whdiface.

Note—Any WAN interface that is not configured has théaddt Untrustedmode.
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4.5.19.3 Ingress Layer 3 Configuration

The Layer 3 page allows you to map ToS bits of micw packets from the IP network to CoS
for each WAN/LAN interface.

Save Sethings Restart Router Advanced Security

Ingress

Interface ; | Guickstant v

O Untrusted O Layerz (® Layers (O Static

Advanced

Class of Service :
Tos : l:l Default Non-IP:

TOS Class of Service

[reset | avpiy [ cancel

Figure 1-33: Ingress Layer 3 Configuration

Interface For both WAN and LAN interfaces, you camfigure QoS for laye
3 (IP) data traffic.

—

Class of Service This CoS field allows you to mapoming layer 3 WAN/LAN
packets to one of the following CoS (in the ordérdescending
priority): CoS1, CoS2, CoS3, CoS4, CoS5, and CoS6.

ToS The Type of Service field takes values frorn @35.

=

Default Non-IP A static CoS can be assigned to all layer 3 incgnpackets (pe
interface) that do not have an IP header, suchP&dentrol packet
and ARP packets. The default is CoS1 (recommended).

2
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Ingress Layer 3 ToS to CoS Configuration
1. From Interface drop-down box, sele&tN Group 1
You are configuring QoS on this interface.
2.  SelecCoS1lin Class of Service and ent22in Type of Service (ToS).

Any incoming packet from LAN Group 1 (layer 3) tvia ToS 0f22 is mapped t€CoS1
the highest priority, which is normally given teetkioice packets.

3. Leave the default valu@oS1in Default Non-IP.

Any incoming packet from LAN Group 1 without an i® mapped to CoS1, the highest

priority.
4.  Click Apply to temporarily activate the settings

Note—The changes take effect when you click Appbuvever, if the router configuration
is not saved, these changes will be lost upon iteboo

5. Repeat step 2-4 to add more rules to LAN Graup 1

Up to 255 rules can be configured for each intexfac

Note—Any ToS that have not been mapped to a CoBeated as CoS6, the lowest

priority.
6. Repeat step 1-5 to create rules to another WAN/Interface.
Note—Any WAN/LAN interface that is not configurea$the defaultyntrustedmode.

7. To make the change permanent, click Save Sstting
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4.5.19.4 Ingress Static Configuration

The Ingress - Static page enables you to configustatic CoS for all packets received on a
WAN or LAN interface.

Save Settings Restart Router Advanced Security

Advanced Ingress
AN

LAN Interface : | Quickstart ¥
f i o

O untrusted O Layerz (O Layers (8 Static

Class of Service :

Figure 1-34 : Ingress Static Configuration

To configure, follow the following procedure to d¢mure Ingress static QoS settings.
Ingress Static Configuration
1. Atthe Interface drop-down box, sel&t$B

You are configuring QoS on this interface only. AWAN/LAN interface that isnot
configured has the defallintrustedmode.

2. SelecCoS1in Class of Service.
All incoming traffic from the USB interface reces€0S1, the highest priority.
3. Click Apply to temporarily activate the settings

Note—The changes take effect when you click Apptywever, if the router configuration
is not saved, these changes will be lost upon iteboo
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4.5.20 QoS Shaper Configuration

The Shaper Configuration page is accessed by selectBigaper on theAdvanced main page.
Three shaper algorithms are supported:

*HTB

» Low Latency Queue Discipline

* PRIOWRR

Note—Egress TCA is required if shaper is configuredtfat interface.

Save Settings

Advanced
Wi AN

Restart Router Advanced Security

QoS Shaper Configuration

Interface : | LISE m_'

[ HTB Queue Discipline Max Rate:

[0 Low Latency Queue Discipline

Cosl

[ Jusits coses [ Jweies
CoS3 I:IKbitS CoS4 : I:I

Coss kbits  coze

] PRIOWRR

oS I:I% ColE3 I:I% Cosd l:l% Cos5 l:l% CoS6 l:l%

Figure 1-35: QoS Shaper Configuration

D

Interface The selections are WAN/LAN interfacesegtdVLAN, which does
not support Shaper feature. This field needs tedlected befor
shaper configuration.

Max Rate This field is applicable for the HTB QuebDéscipline and Low

Latency Queue Discipline, both are rate-based sgagdgorithms.

HTB Queue Discipline

The hierachical token bucketewp discipline is a rate-bas
shaping algorithm. This algorithm rate shapes th#it¢ of a class
over a specific interface. All CoSx traffic is ags¢d a specific rat
to which data will be shaped to. For example: IBCas configureq
to 100Kbps then even if 300Kbps of CoS1 data isgéiansmitted
to the interface only 100Kbps will be sent out.

ed

[4%)

Low Latency Queu

This is similar to the above algorithm except tGaiS1 is not rat
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Discipline limited. So in the example above CoSiada not rate limited to
100Kbps but instead all 300Kbps is transmitted. Stk effect is
that a misconfigured stream can potentially takéahdwidth.

PRIOWRR This is a priority based weighted roundmadgorithm operating o

—

C0S2-CoS6. CoS1 queues have the highest priority aae not
controlled by the WRR algorithm.

Of the three shaping algorithms available on$haper Configuration page, only one can be
enabled at a time. An example of each configurasagiven as follows.

Example 1: HTB Queue Discipline Enabled

In the example below, HTB Queue Discipline is erdblThe PPPoOEL connection has a total of
300 kbits of bandwith, of which 100 kbits is givem CoS1 and another 100 kbits is given to
CoS2. When there is no CoS1 or CoS2 packets, CaSkets have the whole 300 kbits of

bandwith.

Save Settings

Advanced

Restart Router Advanced Security

QoS Shaper Configuration

Interface : | guickstart ¥
M HTB Queue Discipline Max Rate:

[ Low Latency Queue Discipline

cost: 100 Jkbits coso: 100 |kbis
Coss: 0 kbt cosai [0 Jueis

0 Jkbits coss. 300 ki
] PRIOWRR

CosZ o l:l% Cos3o l:l% Cosd l:l% Cos5 l:l% Cos6 l:l%

Cos5

| _Resct |l apply J Cancel |

Figure 1-36 : HTB Queue Discipline enabled
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Example 2: Low Latency Queue Discipline Enabled

In this second example, Low Latency Queue Discgplgsenabled. CoS1 is not rate controlled
(hence the field is disabled). CoS2 takes 100 kiditsn there is no CoS1 packets. CoS6 has 300
kbits when there is no CoS1 or CoS2 packets. Bragmilar to the HTB queue discipline as they
are both rate-based algorithm, except that Co8anslled differently.

Save Settings Restart Router lasic Advanced Status

Qo5 Shaper Configuration

Advanced

Interface : | guickstart v
[0 HTB Queue Discipline Max Rate:

@ Low Latency Queue Discipline

Cosl I:I Kbits  cosz .

CoS3 D Khits  cogg

oS5 D Kbits  cose Kbits
O PRIOWRR

CosZ |:|°.-’o CoE3 |:|°fo Cosd |:|% Cos5 I:I% CoZ6 |:|%

it
I

Khits

resct [ aooiy J concel |

Figure 1-37 : Low Latency Queue Discipline enabled
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Example 3: PRIOWRR Enabled

In this third example, PRIOWRR is enabled. Sincea@RRR operates only on the number of
packets being transmitted, the max rate field leslisabled. Only percentage can be assigned
to the CoS2 - CoS6. CoS1 is not rate controlledg¢behe field is not displayed). When there is
no CoS1 packets, CoS2, CoS3, CoS4 each has 10npeacel CoS6 has 70 percent. This is
similarly to the Low Latency Queue discipline, egtéhat one is packet-based, and the other is
rate-based.

Save Settings Restart Router Lasic Advanced Security Status

Advanced Qo5 Shaper Configuration

Wi

Interface : | quickstart v
[] HTB Queue Discipline Max Rate: l:l

[] Low Latency Queue Discipline

CoSio: "ORE CoSZ

W PRIDWRR

Cos7 % Cos3 °.-’o Cosd % Cos5 |:|°fo Cos6 %

“resct [ noply [ Concel |

Figure 1-38 : PRIOWRR enabled
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4.5.21 Policy Routing Configuration

The Policy Routing Configuration page is accessesdbecting Policy Routing Configuration on
the Advanced home page under Qo0S. This page engbleso configure policy routing and
QoS. The policy routing configuration is discussasl follows. The QoS configuration is
discussed in “Ingress Payload Database Configumati

Restart Router

Save Settings

Ingress Interf
Diffsery Code Point :l:l

Advanced

Security

Policy Routing Configuration

e Tk F s | o
%

[ = = s
Destinalion Intertace 1| QuicKsiar 5

Class of Service :

Source Port :|:| Destination Port :|:|
1
Source MAC
Local Routing Mark: l:l
Ingress Interface DSCP Source IP Destination IP Source Port Protocol  Local Mark Delete
Cest Interface . CoS Mask Mask Cestination Port Source MAC

Figure 1-39 : Policy Routing Configuration

Ingress Interface

The incoming traffic interface éoPolicy Routing rule. Selections
includeLAN interfaces, WAN interfaces, Locally generateaff{c),
andnot applicable Examples of Locally generated traffic are: voice
packets, packets generated by applications subiN& DHCP, etc.

Destination Interface

The outgoing traffic inteador a Policy Routing rule. Selections
includeLAN InterfaceandWAN interfaces

DiffServ Code Point

The diffServ code point (DSGR)d value ranges from to 255
This field cannot be configured alone, addtionalds like IP,
Source MAC, and/or Ingress Interface should beigaréd.

Class of Service

The selections are (in the ordeprmrity): CoS1 CoS2 CoS3
Co0S4 CoS5 CoS6 andN/A

Source IP

The IP address of the traffic source.

Mask

The source IP netmask. This field is requifetthe source IP has
been entered.

Page 53 of 67



ADSL2+ Ethernet USB Combo Router - User Guide

Destination IP

The IP address of the traffic degtiton.

Mask The netmask of the destination. This field rexjuired if the
destination IP has been entered.
Protocol The selections afECP, UDP, ICMP, Specify and none If you

chooseSpecify you need to enter the protocol number in the
next to theProtocol field.

This field cannot be configured alone, addtionalds like IP,
Source MAC, and/oringress Interfaceshould be configured.

This field is also required if the source port @stination port ha
been entered.

box

Source Port

The source protocol port. You cannaifigore this field without
entering the protocol first.

Destination Port

The destination protocol port ortpange. You cannot configu
this field without entering the protocol first.

[€

Source MAC

The MAC address of the traffic source.

Local Routing MAC

This field is enabled only whencally Generateds selected in th
Ingress Interface field. The mark for DNS traffic generated
different applications are described below:

» Dynamic DNS: OxE1
» Dynamic Proxy: OXE2
» Web Server: OxE3

* MSNTP: OxE4

* DHCP Server: OXE5
* IPtables Utility: OXE6
* PPP Deamon: OXE7
* |IP Route: OXES8

* ATM Library: OXE9

* NET Tools: OXEA

* RIP: OXEB

* RIP v2: OXEC

* UPNP: OXEE

D
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» Busybox Utility: OXEF
 Configuration Manager: 0xFO
* DropBear Utility: OxF1

* VVoice: 0

Currently routing algorithms make decision basedestination address, i.e. only Destination IP
address and subnet mask is supported.Pidiiey Routing page enables you to route packets on
the basis of various fields in the packet. Theoiwlhg fields can be configured for Policy
Routing:

Destination IP address/mask

» Source IP address/mask

Source MAC address

Protocol (TCP, UDP, ICMP, etc)

* Source port

Destination port

* Incoming interface

DSCP
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4.5.22 Static Routing

If the ADSL Router is connected to more than origvoek, you may need to set up a static route
between them. A static route is a pre-defined payhthhat network information must travel to

reach a specific host or network. You can usecstatiting to allow different IP domain users to

access the Internet through the ADSL Router.

The New Destination IP is the address of the rerh8fd network or host to which you want to
assign a static route. Enter the IP address ofdisé for which you wish to create a static route
here. For a standard Class C IP domain, the netaddkess is the first three fields of the New
Destination IP, while the last field should be ®eTSubnet Mask identifies which portion of an
IP address is the network portion, and which parti® the host portion. For a full Class C
Subnet, the Subnet Mask is 255.255.255.0. The Gatdé address should be the IP address of
the gateway device that allows for contact betwtbenGateway and the remote network or host.
See Figure 1-40.

Save Settings Restart Router Advanced Security Status

Advanced Static Routing

MNew Destination IP:| | Mask:§255_255.255.ﬂ

Gateway:l | Metric:ED

The Routing Table is empty.

Figure 1-40 : Static Routing
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4.5.23 Routing Table

Routing Table shows the information used by routdren making packet forwarding decisions.
Packets are routed according to the packet's d¢istmlP address. See Figure 1-41.

Save Settings Restart Router \asic Advanced Status

Routing Table

Destination Gateway Genmask Flags Metric Ref Use Iface
219.74.144.1 o.o0.0.0 255.255.255.255 UH o o 0 pppo
192.165.1.0 o.0.0.0 255.255.255.0 u o o 0 bro
239.0.0.0 o.o0.0.0 255.0.0.0 u 1 o 0 hbr0o
o.0.0.0 Z19.74.144.1 0o.0.0.0 UG o o 0 pppo

Figure 1-41 : Routing Table

4.5.24 System Password

You can change your ADSL Router’'s username andnmassby clicking on System Password.
You can also change the idle timeout; you will neztbg back onto the ADSL Router once the
timeout expires. If you forget your password, yaum @ress and hold the reset to factory defaults
button for 10 seconds (or more). The ADSL Routdl et to its factory default configuration
and all custom configurations will be lost. Seeufgg1-42.

Save Sethings Restart Routar Advanced SEcLfity Status

Advanced System Password

Systern Password is used to change your User Marme or Password,

Enable authentication:

User Mame: !admin |

Password: |
Confirmed Password: |

Idle Timeout: |30 | rinutes

Figure 1-42 : System Password
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4.5.25 Firmware Upgrade

You can upgrade the ADSL Router’s firmware; click Birmware Upgrade. To upgrade the
firmware, click browse, find the firmware file taod@nload. Make sure this is the correct file.
Click on Update Gateway. Once the upgrade is camplee ADSL Router will reboot. You will
need to log back onto the ADSL Router after thenfiiare upgrade is completed. The firmware
upgrade should take about 5 minutes to completée:N@o not remove power from the ADSL
Router during the firmware upgrade procedure. Sgaré& 1-43.

Save Setfings Restart Router Jasic Advanced Security Status

vanced Firmware Upgrade
To update your gateway firmware, choose an updated firmware image or configuration file in "Select a File", an

then click the Update Gateway button, Additionally, you may download your configuration file from the system
clicking Get Configuration.

ve Upgrads Select a File:i ”_ Browse .
o Default

(Max file size 3.5 MB)

Firmuware Image can be the combined single
image with or without digital signature.

Update Gateway

The system will be restarted automatically, after the Filesysterm image is
successtully updated. You will need to reconnect again to configure your
setup,

Get Configuration

Figure 1-43 : Firmware Upgrade

45.26 Restore to Default

The restore to factory defaults feature will see tADSL Router to its factory default
configuration by resetting the ADSL Router. A prdrap the one shown in Figure 1-44 will pop-
up. You may need to reset the ADSL Router to itsdiy default if you lose the ability to
interface ADSL Router via the web interface (ordwling a software upgrade). To reset the
ADSL Router, simply press the reset button for -s€@onds (or more). After about 30 ~ 40
seconds the ADSL Router will be operational again.

Microsoft Internet Explorer

\;.f) Are you sure you want to restore Fackory defaults?

L ] 4 J [ Cancel

Figure 1-44 : Restore to Default prompt
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4.6 Security
The security feature section allows users to conéighe following: See Figure 1-45.

« |P Filters
« LAN Isolation

Save Settings Restart Router Advanced Security

Security Security
IF Fil

The Security section lets vou configure security features like IP Filters, LAM Isalation .

IP Filters To grant and deny access to the router according to
specific IP address

LA USE & Ethernet {able to isolate communication with one
Isolation another).

Figure 1-45 : Security

4.6.1 |IP Filters

IP filter is identical to Port blocking in Acce€ontrol. The router will block workstations with
defined IP range and port range. See Figure 1-46.

Save Settings Ré&start Rauter Jasic &dvanced Security Status

Security IP Filters
Select LAN Group: |LAN group 1 Yl
LAM IP: | 192.168.1.2 +
Block all Traffic: [ (] Block Outgoing Ping Custorn IP Filters
Category Available Rules Applied Rules
Alienws Predatar A
® Games Asheron's Call
O veN Dark Fein 2 =
_— Delta Farce —
O audioVideo Dioom m
O apps Dune 2000
o e D|_recb< (7.8) Games
EliteForce
O user EverQuest
Fighter Ace || |

Figure 1-46 : IP Filters
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4.6.2 LAN Isolation

LAN isolation allows you to disable the flow of pats up to three user-defined LAN groups
(WLAN, USB, and Ethernet). This allows you to seximformation in private portions of the
LAN from other publicly accessible LAN segments.

Save Settings Restart Router NARIC Advanced

Security

| Security LAN Isolation
| 1P Filt

To block traffic from one LAM to another LAMN, check the Disable check box,

[[] Disable traffic between LAN group 1 and LAN group 2

Figure 1-47 : LAN Isolation
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4.7 Status

This status section allows users to view the faltlmrconnections and interfaces:

« Connection Status

« System Log

« Remote Log

« Network Statistics

« DDNS Update Status
« DHCP Clients

« QoS Status

« Modem Status

« Product Information

Save Settings Restart Router

Status

The Status section allows you to view the Status/Statistics of different connections and interfaces.

Shows wWan IP Address, uptire and protocaol

Connection Status *
connection

Shows log information for diagnostic purposes

System Log and references,

Shows log information for diagnostic purposes

Remote Log
and references from a remote area,

Shows the Statistics of different interfaces -

Metwork Statistics Ethernet/USBADSL.

Dhcp Clients Shows the system that's connected to the router

Shows the Status and Statistics of your

Madem status broadband (DEL) connection,

Shows the Product Information and Software

Product Information :
Wersions,

Figure 1-48 : Status
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4.7.1 Connection Status

Connection Status will display all the relevanbimhation regarding your Internet Connection. It
will display the type of protocol used, the WANdHdress, the connection state and the duration
connected. Seleigure 1-49.

Save Ssthings Restart Router = L Advanced ; Status

Connection Status (1)

Description  Type 1P State Cnline Disconnect Reason
quickstart pppoe NS84 Mot Connected 0 DEL Line is Disconnected

Figure 1-49 : Connection Status

4.7.2 System Log

You can view the ADSL Router’s logged informatidepending upon the severity level, this
logged information will generate log reports tceapte host (if remote logging is enabled). See
Figure 1-50.

Save Settings Restart Router =1l Advanced Security Status

System Log

Walid Configuration Tree )
snmpd starts {1}

NTP Folling Timer for DHCP Started succesfully.
DSL Polling Timer Started succesfully.

doing modulation_set.

Firewall NAT service started

Bridge Created: bri

Bridge Created: brl

Bridge Interface Added: etho |
Bridge Interface Added: ushO = |
DSL Carrier is down

Got group error |Bad username/password|
Got group error |Bad username/password|
Got group error |Bad username/password|
Got group error |Bad username/password|
Got group error |Bad username/password|
Deleting Interface

Bridge Interface Removed:

Deleting Interface

Bridge Interface Remoaoved:

i

Figure 1-50 : System Log
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4.7.3 Remote Log Settings

This feature is for users to enable remote loggs®itings mentioned below are essential for this
feature to work:

« Log Level
« Adding / Deleting IP address
« Logging destination

Save Settings

Restart Router

Advanced

Status Help

Remote Log Settings

Log Level

Log Level: | Notice

Select a logaging destination: | Mane V_|

Figure 1-51 : Remote Log Settings

4.7.4 Network Statistics

Information regarding the Status and Statisticyy@ir Ethernet, USB and DSL line will be
displayed. See Figure 1-52.

Advanced Status

Save Settings Restart Router

Metwork Statistics

Choose an interface to view your network statistics:

(%) Ethernet O use O psL
Transmit
Good Tx Frames 3304
Good Tx Broadeast Frames 1
Good Tx Multicast Frames 1]
Tx Total Bytes 2851595
Callisions 1]
Errar Frames [t}
Catrier Sense Errars 1]
Receive
Good Rx Frames 2046
Good Rx Broadcast Frames 130
Good R Multicast Frames 11
Rx Total Bytes 197926
CRC Errors 0
Undersized Frames a
O ErTUNS 0

Figure 1-52 : Network Statistics
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4.7.5 DDNS Update Status

You can view the DDNS update status of your WANr@mtion from theDDNS Statuspage.
See Figure 1-53. To access, click BBNS Update Statudink from theStatus main page.

Save Settings Restart Router

Advanced Status

DDMS Update Status

Connection: | quickstart v
DDNS Server: | DynDNS v

Figure 1-53 : DDNS Update Status

As you can see from this page, the DDNS clienisaldled by default for your router. To enable
the DDNS client feature, refer to Chapter 4.5.1%eW DDNS client is enabled, the DDNS

client updates every time the router gets a neaddtess. The DDNS Status page (Figure 1-54)
provides you the DDNS update status of your router.

Save Settings Restart Router

Advanced Status

Status DDMNS Update Status

Connection: | quickstart v
DDNS Server: | DynDNS v

Status: Updated

rration

Error Description: INone

I

Figure 1-54 : DDNS Status (DDNS Client Enabled)
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4.7.6 DHCP Clients

This section shows the users connected. It alsavsiioe MAC address, IP address, host name
and lease time.

Save Settings Restart Router CE Status

DHCP Clients (1)

Select LAN: LAN group 1 V|

MAC Address Ip Address Host Warne Lease Time
00:20:35:5e6eiec 192.168.1.2 computer0ng 0 days 0:31:36

Figure 1-55 : DHCP Clients

4.7.7 QoS Status

This section displays the QoS status and showshwiackets have been received or dropped.

Save Settings Restart Router £ ] Status

QOS5 STATUS

00S FrameWork : Enabled
Scheduling Algorithm : Strict Round-Robin

MNOQM Received Statistics NQM Dropped Statistics

Cosl Plts received @ 0 Cosl Pkts received @ 0

Cos2 Pkts received @ 0 Cos2 Pkts received 1 0

Cos3 Plts received @ 0 Cos3 Pkts received @ 0

Cos4 Pkts received ¢ 0 Cosd Pkts received 1 0

CosS Plts received @ 0 CosS Plkts received @ 0

Cos6 Pkts received : 8015 Cos6 Pkts received : 0

NQM Congestion Control Translation Statistics

Cosl Queue ; Empty Fackets Remarked : 0

CosZ Queus ! Empty Packets Unchanged @ O

Cos3 Queue ; Empty Mon-Ip Packets Marked : 0

Cosd Queus @ Empty Unclassified Ip Packets Marked : 0
Cos5 Queue ; Empty Unclassified Mon-Ip Packets Marked : 0
Cosé Queus ! Empty Unclassified Layer? Packets 1 0

Congestion State @ Mot Congested

Classification Statistics
Classification Errors ¢ 0
Unlassified Packets ; 0 Fragmented Packets = 0

Figure 1-56 : QoS Status
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4.7.8 Modem Status
This section displays the Modem status and DSlissts.

Save Seftings Restart Router =] | Status

‘Status Modem Status

Modern Status

Connection Status Disconnected
Us Rate (kKbps)

Ds Rate (Kbps) i}
Us Margin i}
D= Margin i}
Trained Modulation Mot Trained
LS Errors 0
DS Line Attenuation i]
US Line Attenuation n
Peak Cell Rate 1]
CRC Rx Fast i}
CRC Tx Fast i}
CRC Rx Interleaved 1]
CRC Tx Interleaved i
Path Mode Interleaved

cells per sec

D5L Statistics

Mear End F4 Loop Back Count 0
Mear End FS Loop Back Count i}

Figure 1-57 : Modem Status

4.7.9 Product Information

This screen will show a summary of all the prodo&trmation and software version that comes
bundled with the ADSL Router.

Save Settings Festart Router Status

Product Information

Product Information

Maodel Wurmber 405L2+ Ethernet and USE Madem
HW Revision Unknown

Serial Mumber none

USE PID Ox6060

Use VID 0x0451

Ethernet MAC 00:30:048:18:C96E

DEL MAC o0:30:048:15:C9: 70

USE MAC O0:EQAGI66I41:ER

USE Host MAC O0:EQ: A 66:41:EL

Software Yersions

Gateway 3.6,0C

Firmware 62.2.1

&TM Driver 4.05.03.00

DSL HAaL 3.02.04.00

DSl Datapump 3.02.06.00 &nnex &
SAR HAL 0i.07.02

PDSP Firmware 043

Boot Loader 0.22.02

Figure 1-58 : Product Information
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4.8 Help

The Help screen takes you to the different HelptiSes for Firewall, Bridge Filters, LAN
Clients, LAN Group Configurations, PPP Connectid®RnP, IP QoS and RIP Help.

Save Settings Festart Router Advanced Security Help

Help

This section takes you to different Help Sections for Firewall, Bridge Filters, LAM Clients, LAN Configuration, PPP Connection, UPRP, IPQos
and RIP,

Help for Port Forwarding, Access

Firewall e e S hots -
- Control, and Advanced Security.
Bridge Filters Help section for Bridge Filters,
LAN Clients Help section for LAMN Clients.

_ - Help section for Configuring LAN
D q - .
LAN Group Confiquration Groups with static IP Address,

PPP Connection Help for_establishing a PPP

Cannection,
UPnP Help pages for UPRF.
IP Qos Help section for IP Qos,

Help section for RIP [ Routing
Inforrmation Protocall.

Figure 1-59 : Help Screen
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